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[e TizibKM mOYATKOBA BepcisA NPUMITOK A0 MpuiigemHboro sunycky openSUSE Leap 15.4.

flkmo BU OHOBJIOETECA 3 cTapimol Bepcil Ao mporo Bumycky openSUSE, nus. nonepenHi

IPUMITKU TYyT: https://en.opensuse.org/openSUSE:Release_Notes 7.

[to TecToBY Oeta-Bepcito BumyieHo npoekToM openSUSE. IHpopMmaito npo 11eil IpoeKT MOXHa
3HANTU Ha https://www.opensuse.org 4.

Indopmariro npo Bimomi Baau niei nonepeguboi Bepcii OpenSUSE Leap 15.4 MoxHa 3HaNTU
Ha openSUSE Bugzilla. IToapo6uri aqus. Ha https://en.opensuse.org/Submitting Bug Reports 4.
A0 BU XoueTe MOCh JOAATHU B Ili TPUMITKHU S0 BUMYCKY, TO, Oy Jlacka, HaMUIIIiTh 3BiT PO

Bajly y KOMNOHEeHT «[IpUMiTKU JO BUILYCKY».

1 BcTaHoBNeHHA

Ileii po3min  MicTUTh  3ayBaXeHHA 10  ycraHoBmi. JlokjmagHi — iHCTpykmil — 3i
BCTAHOBJIEHHA WB. Y AOKyMeHTaLil Ha https://doc.opensuse.org/documentation/leap/startup/

html/book.opensuse.startup/part-basics.html .

1.1 BUWKOPWUCTaHHA aTOMapPHUX OHOB/EHb i3 CUCTEMHOK POJIIHO
TpaH3akyiuHUU cepsep

[Tporpama BCTaHOBJIEHHSA MiATPUMY€E CUCTEMHY poJib TpaH3akyiliHuli cepgep. LA cucteMHa poJib
MiCTUTh CHUCTEMY OHOBJIEHHS, sIka 3aCTOCOBYE aTOMAapHi OHOBJIEHHA (SIK OJlHa oleparlis) Ta
J03BOJIAE JIETKO NIOBEPHYTUCH OO MONEPeAHbOr0 cTaHy 3a HeoOxigHocTi. L{i PpyHKIil 3acHOBaHi
Ha iHCTPyMeHTax KepyBaHH:A NaKyHKaMM, Ha sIKi TaKOX MOKJIaJalThCsA BCi iHII AUCTpUOYTUBU
SUSE Ta openSUSE. Ile o3Hauae, 10 ImepeBaxHa OijibinicTh makeTiB RPM, sAki mpaifioioTh 3
iHmmMu cucteMHUMU poJiaMu openSUSE Leap 15.4, Takox mparfioloTh i3 CUCTEMHOKI POJLIIO

TpaH3axyitiHuil cepaep.

@ MpumMiTkaHecyMmicHi nakyHKu

JesAki makyHK{ 3MiHIOIOTb BMicT /var abo /srv y cBoix cieHapiax RPM S%post. Lli

MaKyHKW HeCyMicHi. fIKII0 BU 3HAUILIM TaKUU NaKyHOK, HAAINUIITh 3BiT PO Baay.
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HJ'[H 3abe3neuyeHHA OUux BJIACTUBOCTEM cHUcTeMa OHOBJIEHHS IMOKJIa4Aa€ThCA HaA:

[lo6

Btrfs 3HiMku Ilepeq moyaTKOM OHOBJIEHHS CHUCTEMHU CTBOPIOETHCS HOBHI 3HIMOK
KopeHeBoi (haiyioBoi cuctemu Btrfs. [T0oTiM yci OHOBJIEHHS BCTAaHOBJTIOIOTHCA B I[€H 3HIMOK
Btrfs. I1lo6 3aBepmmMTH OHOBJIEHHA, B MOXETe Iepe3aBaHTAXXUTHU CHUCTEMY 3 HOBOTO
3HIMKY.

[Ilo6 moBepHYTHCH A0 MNOMEPEJHBOTO CTAaHy CUCTEMH IMPOCTO 3aBAHTAXTE CUCTEMY 3

MonepeJHbOro 3HIMKY.

KopeHeBa ¢annoBsa cuncrema nuwe ansa untaHHa I[o6 yHuKHyTU npoOJieM Ta BTpaTu
JlaHUX Yepe3 OHOBJIEHHs, KopeHeBa (ailjioBa cucremMa Mae OyTu HeOCSXHaA MJIA
3anuCyBaHHA y BCiX iHMMX BUNaAkaxXx. TakUM YMHOM, MiJ 4Yac HOpPMaJbHOI PoOOTU
KopeHeBa (aiyioBa CCTeMa MOHTY€EThCA JIMIIE /I YUTaHHA.

[Mo6 ue HaaMWITYBaHHA Mpall0Bajio, HEOOXiJHO BHECTHU [ABi JOAATKOBi 3MiHU A0 ¢aiijioBOL
cucTemu: {006 JO3BOJIUTHU 3aMKC KOHOIrypalil KopuctyBada B /etc, [ Teka aBTOMaTUYHO
HaJIAITOBYEThCA Ha BuUKopucTaHHA OverlayFS. /var Temep € okpemMuM miJTOMOM 3

npaBaMu Ha 3allrC OJIA r[poueciB.

BaxxnnBoTpaH3akyitiHoMy cepgsepy NOTPIOHO NpuUHaMMHI 12 b
AV CKOBOIO MPoCTopy

CucrtemHil pouti TpaH3akyitiHuil cep@ep NOTPiOeH AMCKOBUH IMPOCTip moHanMeHIe 12 I'o

JUIs po3MillleHH:A 3HiMKiB Btrfs.

BaxxnnsoYaST He npautoe TpaHCaKLinHU pexinm

Hapasi YaST He npauioe 3 TpaH3aKLilHUMU OHOBJIEHHAMU. Lle Tomy, mo YaST BuUKOHYyE

Jlil HeraliHo i ToMy, 10 BiH He MOXe pefaryBaTy (aijioBy CUCTeMy JIUIle AJiA YNTaHHA.

nmpanoBaTru 3 TpaHBaKI_IifIHPIMPI OHOBJIEHHAMM, 3aBXIU BI/IKOpPICTOBYfITe KOMaHay

transactional-update 3amicts YaST i Zypper AnA KepyBaHHA BCiM NPOrpPaMHUM

3a0e3neyeHHAM:

OHOBUTHU CHUCTEMY: TpPaHCaKuiiiHe OHOBJIEHHS

BcranoButu nmakyHok: transactional-update pkg in HA3BA [1AKYHKY
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* BusiyuuTu nakyHoK: transactional-update pkg rm HA3BA [AKYHKY

¢ IIfo6 noBepHyTH OCTaHHIiHM 3HIMOK, TOOTO OCTaHHiN Habip 3MiH y KOpeHeBill (aisoBiii
cuUCTeMi, IlepeKoHalTecs, 0 Ballla cUCTeMa 3aBaHTaXeHa IepeJoCTaHHIM 3HIMKOM Ta

3amycTiTh: transactional-update rollback

3a 6axxaHuaM goganTe ID 3HiMKa B KiHellb KOMaH/IH, 00 BiqKOTHUTHCA 10 BU3HaueHoro ID.

[Tpu BUKOpUCTaHHI Li€l CUCTEMHOI POJli, TUIIOBO, CICTEMa BUKOHyBaTHMe II0JeHHe OHOBJIEHHS
Ta nepesaBaHTaxyBaTuMeTbcsa Mix 03:30 panky ta 05:00 panky. O6uaBi 1ii il 3acHOBaHi Ha

systemd i, 3a moTpebu, X MOXXHa BUMKHYTHU 3a JomnoMorow systemctl:
systemctl disable --now transactional-update.timer rebootmgr.service

s oTpuMaHHA OOAATKOBOI iH(oOpMallii Mpo TpaH3aKLiliHi OHOBJIEHHS AMBIThCA MyOJTiKaril
6sory openSUSE Kubic https://kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ # Ta
https://kubic.opensuse.org/blog/2018-04-20-transactionalupdates2/ 2.

1.2 BcTtaHoBNeHHA Ha HakonmyyBaudi EMHICTIO MeHLWe 3a 12 Th

[Iporpama BCTAHOBJIEHHS 3aNpPOIIOHYE CXeMy PO3MOJIY, JIMIIe SKI[0 AOCTYIHUE PO3Mip
HakonuyyBaya nepesumye 12 I'B. fIKIo BU XoueTe HaJIAMITYBAaTH, HAalIpUKJaL, AyXe MaJeHbKi
o6pa3u BipTyaJIbHUX MAIllUH, CKOPHUCTANTECSA KEPOBAHUM PO3MOiJIbHUKOM, I[00 HAJIATyBaTH

rnapamMeTpu po30OUTTsA BPY4YHY.

1.3 UEFI—Unified Extensible Firmware Interface (06'egHaHn"
PO3LUMpPeHNiA BOYLOBaHW iHTepdeiic)

[lepen BcraHOBiieHHAM openSUSE Ha cucrtemy, ska 3aBaHTaxyeTbca 3a pgoroMorow UEFI
(Unified Extensible Firmware Interface), Mu pekoMeHIyeEMO BaM TepPEBipUTH HasABHICTb
OHOBJIEHb IPOILIVBKH, PEKOMEHIOBAaHUX BUPOOHUKOM, i y BUIIQAKY IX iCHyBaHHS BCTAaHOBUTU
Taki oHoBjieHHs. Hanepen BcraHoBsieHa Windows 8 uu HoBima € 6e3mepeyHo0 03HAKOI0 TOTO,

1o Bama cucrema BuxkoprucroBye UEFIL.

Oo6rpynmyaanHa: [Heski npomuBkya UEFI MmicTATE NOMHWIKM, IO NPU3BOLATH OO0 30010 y pasi
3anucy 3aHaATO BEJIMKOro obcAry aaHux B obJiacTh 30epiranHsa UEFI. IIlo xapakTepHO, HiXTO

TOYHO He 3HAa€, HaCKUJIbKU «BEJIUKUIY) 00CAT MPU3BOAUTH A0 TaKOTO 30010,
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openSUSE MiHiMi3ye Ijell pU3UK, 3alMCyl0Yd MiHIMaJbHUI OOCAT OaHUX, HeOoOXigAHUX OJId
3aBaHTaxeHHA OC. ITig MmiHiMapHUM po3yMieThbesA BKasiBka npomusli UEFI Ha po3TairyBaHHA
3aBaHTaxyBada openSUSE. CrelfiajibHi MOXJIMBOCTI sfifipa Linux, I1f0 BUKOPHUCTOBYIOTh 00J1aCTh
36epiranua UEFI miia BimoMocTeli mpo 3aBaHTakeHH:A i 3001 (pstore), € TUMOBO BHUMKHEHI.
TumM He MeHI, pPeKOMEHAYEThCS BCTAHOBUTU YyCi peKOMeHJO0BaHi BHPOOHMKOM OHOBJIEHHS

MIPOIIMBKU.

1.4 UEFI, GPT i po3ginn MS-DOS

Pazom i3 cnenudikariieto EFI/UEFI 3acTtocoByeThcss HOBUM cnoci6 pos3butta: GPT (GUID
Partition Table). Bi# BukopucToBye€ ryio6ajibHO YHiKaIbHi igeHTUdiKaTopu (128-6iTHi 3HaUeHHA

y BUIJIAAL 32 mIicTHaAUATKOBUX IIUGP) AJA BU3HAYEHHSA MPUCTPOIB i TUTIIB PO3/iJIiB.

Kpim 1iporo, cnertudikaiiiss UEFI fo3BoJisie BUKoprcTaHHs 3actapijiux po3auiis MBR (MS-DOS).
3aBanraxyBaui Linux (ELILO a6o GRUB2) HamaraioThcsa aBTOMaTHyHO cTBOopuTu GUID najisa
Takux po3AiuiIiB i 30epertu 3miHu B npoumuBli. Taki GUID mMoXyTh 4acTo 3MiHIOBaTHCA, IO
NIpU3BOAUTH A0 Mepe3anucy AaHuX NpoluBKU. [lepesanuc ckiafaeTbcsa 3 ABOX Pi3HUX Aii:

BU/JaJIEHHsI CTAPOTO 3aMKCY i CTBOPEHHS HOBOTO 3aMKCy 3aMiCTh CTaporo.

V¥ cyuyacHUX NpOIIMBKAaX HasABHUM 30Upay CMITTA, [0 30MpaEe BUAAJIeHi 3alKCU Ta 3BiJIbHSAE
nam'siTh, 3ape3epBoBaHy mif crapi 3anucu. [Ipo6seMa BUHUKA€E y BUNAJKY, KOJIM HempuJaTHa
MpOIIMBKA He 3BiJIbHAE Taki 3anucu. lle Moxe MpU3BECTU A0 HEMOXJIMBOCTI 3aBaHTAXXeHHSA

CHCTEMMU.

[Io6 yHukHYTH oAiOHUX npo0bJieM, 3MiHiTh 3acTapisini po3ais MBR y HoBuit GPT.

2 OHOBNEHHA cnucTemMm

Y unpoMy po3fisi HaBeJeHO NMPUMITKH, MOB’SI3aHi 3 OHOBJIEHHAM cucTteMu. [linTpumyBaHi

clleHapil Ta JieTajbHi iIHCTPYKIIil 3 OHOBJIEHHA AUB. ¥ JOKYMeHTAIlil 3a aJjpecoio:

® https://en.opensuse.org/SDB:System_upgrade 2

® https://doc.opensuse.org/documentation/leap/startup/html/book.opensuse.startup/cha-

update-osuse.html 2

Takox nepeBipTe P030is 3, «3MIHU Y NAKYHKAX».
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3 3MiHW Yy NaKyHKax

3.1 3actapini nakyHKu

3acTapijii makyHKHU BCe Iile TOCTAavYalThCsA Yy BUTJIAI YaCTUHU JUCTPUOYTHUBY, ajie TIaHYEThCS,
mo BOHM OyAyTh BUAajieHi y HacTymnHill Bepcili openSUSE Leap. Lli makyHKU iCHYIOTh AJiA
CIIpUAHHA Mirparii, ajie IXHE BUKOPUCTaHHS He PEeKOMEHAYETbCA i IJIA HUX MOXYTb OyTHU

Bi[ICYTHi OHOBJIEHHS.

[Ilo6 mnepeBipuTH, YM MaKTh MIATPUMKY BCTAaHOBJIEHi IIaKyHKH, I[epeKOHauTecsd, [0

BcTaHoBJeHO lifecycle-data-openSUSE, a nOoTiM BUKOPUCTOBYITE KOMaHAY:

zypper lifecycle

3.2 BunydeHi nakyHKW

BuutyveHi nakyHKY Gisiblile He PO3MOBCIOIXYIOThCA K YaCTUHA AUCTPUOYTUBY.

¢ python2:Ilepion ninrpumku Python 2 no6ir o 3aBepiieHH: Ta 6ijbilie He 6y/ie YaCTUHOIO
AucTpulOyTuBy. 3a nompobunAamMu aus. https://code.opensuse.org/leap/features/issue/157.

® cloud-init-vmware-guestinfo: makyHok He mpaioe 3 cloud-init Bepcii 21.2 Ta

mi3Himux Bepciil. Y cloud-init 21.4 € HOBe axepesio JaHUX, AKe 3aMiHIOE HOTO.

¢ digikam: Digikam 6inbmme He moctymHuili Ha ppcb4le, ockinmpku libqt5-qtwebkit 6yso

BrUTydeHo. [TakyHOK Oy/ie HaJjaHo JIuIe AJ1A apXiTeKkTyp x86_64, aarch64 ta armv?7.

chessx : BunydeHo yepe3 Baau 3alycKy Ta 0pobjeMu 3 JxxepeJioM Koay. 3a ogpoOUuLsAMU

auB. https://bugzilla.opensuse.org/show_bug.cgi?id=1192907 .

® gap: BumydeHo, OoCKijIbKM MaKyHOK He BiamoBigae cymicHocti 3 FHS. 3a nogpobunsamu

AuB. https://code.opensuse.org/leap/features/issue/24a.

tensorflow: BuydeHo, ockisibku nakyHok Tensorflow 1.x 3acrapiB, 3aMiCTh HBOTO CJIi[

BUKOPHCTOBYBATH MaKyHOK tensorflow?2.
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4 [panBepu Ta 061a4HAHHS

4,1 Secure Boot: CTOpOHHI ApariBepy MOBUHHI 6yTN HanexHUM
UVMHOM MiAMUNCAaHI

Starting with openSUSE Leap 15.2, kernel module signature check for third-party drivers
(CONFIG_MODULE SIG=y) is now enabled. This is an important security measure to avoid

untrusted code running in the kernel.

Lle Moxe 3aBaINTH 3aBaHTAXXEHHIO MOAYJIiB AApa CTOPOHHIX BUPOOHMKIB, AKIIO BBiMKHeHO UEFI
Secure Boot. ITakyHku moayJiB aapa (KMP) 3 oginitinux cxoBui] openSUSE 1ie He CTOCYy€eThCH,
OCKiJIbKM MOAYJIi, IKi BOHU MICTATh, mignucaHi kiaoyeM openSUSE. Ilepepipka mignucy mae

TaKy MOBEeJiHKY:

® MonyJii Aapa, AKi He mifgnurcaHi adbo minvcaHi KioueM, AKUN BiJOMUN AK HeHailHNUI abo

He Moxe OyTH NepeBipeHu y 6a3i JaHUX HaAiMHUX KJIIOYiB crucTemu, Oyae 3a06J10KOBaHO.

MorxHa cTBOpUTH BilacHUH cepTudikar, 3apeecTpyBaTy 1oro B cucTeMHil 6a3i nanux Machine
Owner Key (MOK) Ta mignucaTd JIOKaJIbHO CKOMIILJIbOBAHI MOZYJIi sfApa IUM KJII0oYeM
ceprudikara. Moy, nignucaHi TaKUM YMHOM, He OyayTh aHi OJIOKyBaTHCH, aHi BUKJIMKATU

nonepekeHHA. Jlus. https://en.opensuse.org/openSUSE:UEFI 2.

Ockinpku Lie TakoX BIUIMBAaEe Ha rpadiuni aparisepyu NVIDIA, My po3rjAHy/M Lie B HaNIUX
odiniiHnx makyHkax Ajia openSUSE. OaHak BaM NOTPiOHO Bpy4HY 3apeecTpyBaTd HOBUU
ko4 MOK miciis BCTaHOBJIEHHS, [00 HOBi NMAKyHKU NparoBaan. 1A OTpPUMaHHA iHCTPYKILil
II0A0 BCTAHOBJIEHHA JpauBepiB Ta peectpauil xiroya MOK, gus. https://en.opensuse.org/
SDB:NVIDIA _drivers#Secureboot <.

5 CTinbHMUA

Lleii po3aij nepepaxoBye Herapasay Ta 3MiHU {00 CTiIJIBHUYHOTO 0To4eHH:A B openSUSE Leap
15.4.
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5.1 BwunydeHHa KDE 4 1a Qt 4

[Maxynku KDE 4 He OyayTh yacTuHOI0 0penSUSE Leap 15.4. Byap j1acka, OHOBITh CBOIO CUCTEMY
no Plasma 5 ta Qt 5. Jleski 3 makyHKiB Qt 4 MOXyTb 3aJIMIIUTHCA 3 MipKyBaHb CyMiCHOCTI.

https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 4.

6 /JloaaTKoBi BiOMOCTI Ta 3BOPOTHIl 3B'A30K

¢ [TpounTaiite fJokyMeHTU README Ha HOCi€Bi.

¢ [lepersiaHyTU AOKJIAJHUI XXypHAaJ 3MiH KOHKPETHOTO MaKyHKy 3a JornomMoroio RPM:
rpm --changelog -qp HA3BA GAWJY.rpm

3aMminiTe HA3BA OAW/TY Ha3BoI0 makyHKy RPM.

¢ XpOHOJIOTiYHHUM XypHaJI YCiX 3MiH B OHOBJIEHUX ITaKyHKax HaBeJeHo y daiiii Changelog

Ha BepXHbOMY PiBHi HOCiA.
® Binpmie iHGopMalil BU 3Haifere y Telli docu Ha HOCI€BI.
¢ JlomaTKOBY Ta OHOBJIEHY JJOKyMeHTallilo MOXXHA 3HANTU Ha https://doc.opensuse.org/ 7.

¢ HaiicBiximi HOBMHM IMpo MNpoAyKTH Big openSUSE MoxHa 3HauTtu Ha https://

WWWw.opensuse.org .

ABtopcski mpaBa © SUSE LLC
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