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OTO HayaJibHasA Bepcus MpUMedYaHui K npeAcrosnieMy BoimycKy openSUSE Leap 15.4.

Ecnu BB OOHOBIsieTech ¢ OoJiee cTrapoil Bepcuu A0 3Toro Beimycka openSUSE Leap, cwm.

npeabaylire IpuMedaHus 34ech: https://en.opensuse.org/openSUSE:Release_Notes A,

Ota nybsnuHas 6eTa-Bepcusa — 4acTh npoekta openSUSE. MHpopManysa o nmpoekTe JOCTyIIHA

10 azpecy https://www.opensuse.org 7.

CooOmtaiite 060 Bcex omubOKax, OOHapyXeHHBIX IPU MCIOJIb30BAHUM IIpeBapUTEJIbHBIX
BhimyckoB openSUSE Leap 15.4, B openSUSE Bugzilla. ITogpo6Hee cMm. https://en.opensuse.org/
Submitting_Bug_Reports #. Ecau Bbl xoTesn Obl JOOABUTH YTO-TO B IPHMeYaHHUs K BHIMYCKY,

OTIIpaBbTE COO6H.[eHI/Ie 00 omnbke B koMrnoHeHTe «Release Notesy.

1T YctaHoBKa

JlaHHBIN pa3aesi coaepXUuT UHPOpMAaIHIo 1o ycTaHOBKe. [1oipoGHbIe MHCTPYKIMU IO yCTAaHOBKE
npuBefleHBl B OOKyMeHTaUuMud Ha https://doc.opensuse.org/documentation/leap/startup/html/

book.opensuse.startup/part-basics.html .

1.1 Vcnonb3oBaHVe aTOMapHbIX 06HOBNEHWM CUCTEMHOW PO/bHO
Cepsep mpaH3akyuli

YcTaHOBIIMK MOAAEPXUBAET CUCTEMHYI0 pojib Cepgep mpaH3akyuil. OTa poJib Mpejjaraer
CUCTEMY aTOMapHBIX OOHOBJIEHUM, KOTOpas MpuMeHseT OOHOBJIeHUs KaK OJHY Ollepaluio U
CyIlIeCTBEHHO yIpOoIlaeT UX OTKAaT MpU HEOOXOAMMOCTHU. DTU BO3MOXHOCTH OCHOBAaHBI Ha TeX
ke yTUJIUTaX yIpaBJieHUs MakeTaMu, YTO MPUMEHSAIOTCA B OCTajbHBIX AUcTpubyTrBax SUSE
u openSUSE. 3To o3HauaeT, 4TO mojaBJisitoliiee 60bIMHCTBO RPM-11akeToB, paboTaloMMX C

apyrumu posisamu openSUSE Leap 15.4, 6yget paborats u ¢ poybio Cepgep mpaH3akyuil.

@ MpuMeyaHve: HecoBMecTMbIe NakeTbl

HekoTopble makeThl M3MEHAIOT coAepXuMoe /var wim /srv B cBoux RPM-makpocax

%post. OTu makeThl HeCOBMeCTHMMSBI. Ecyii Bl OOHapyXuTe TaKOU NaKeT, OTIpaBbTe

cooOieHue 06 oniuodKe.
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HJ'[H MMpeaoCTaBJIE€HNA 3TUX BO3MOXHOCTeH cricTeMa OOHOBJIEHUH IToJIaraeTcs Ha:

IIpu

CHumkn btrfs. Ilepen 3amyckoM OOHOBJIEHWS CHUCTEMBI CO3JAa€TCS HOBBIMI CHHUMOK
KOpHeBOU (aisioBol cucteMsl. [Tocsie 3Toro Bce 0OHOBJIEHNS YCTAaHABINBAIOTCA HA 3TOT
CHUMOK. YTOOHI 3aBepIINTh 0OHOBJIEHNE, Ilepe3alyCTUTe CUCTEMY C HOBOI'O CHUMKA.

YToOBl OTKATUTh OOHOBJIEHNE, TPOCTO 3arpy3UTech C MpeAblAyLIero CHUMKA.

KopHeBas ¢daiinoBas cmctema TONbKO ANst YTeHUsl. Bo u3bexaHue mpobjeM U MoTepb
JIAHHBIX, CBSA3AaHHBIX C OOHOBJIEHUSAMM, KOpHeBasA (ailioBas cHUCTeMa [JOJDKHA OBITh
HeJOCTYITHA [AJIA 3alKCH BO BCEX OCTAJIbHBIX CjIydyasx. [103TOMy BO BpeMs HOPMaJIbHOM
paboThl KOPHEBOM pas3/iesl MOHTUPYETCS TOJIBKO JIJIA UTEHM.

Yrtob6bl 3TOT MoAxoj paboTas, HYXHBI [IBa JOMOJHUTEJbHBIX M3MeHeHHsA B (aiioBOH
cucreMe: 4TOObI MO3BOJIUThH 3aMKUCh IMOJIb30BATEJIbCKUX KOHQurypauuii B /etc, arToT
KaTaJIor aBTOMATUYECKM HACTPOEH Ha wucmosb3oBanue OverlayFS. /var Temeps

OTJeJIbHBIN MMOATOM C IMPABOM 3aIKCU [JIA MPOIECCOB.

BaxxHo: Cepsep mpaH3akyul TpebyeT He MeHee 12 b Ha gucke

CucremHou posu Cepgep mpaH3akyuil TpeOyeTcsa AUCK pa3MepoM He MeHee 12 I'B ama

pasMellieHus CHUMKOB btrfs.

BaxxHOo: YaST TpaH3akuMOoHHbIN pexnum He PaboTaeT

Ha pannsiii MoMeHT YaST He paboTaeT ¢ TpaH3aKIMOHHBIMY OOHOBJIEHUAMU. DTO IOTOMY
yTo YaST pgesiaeT Bemu cpa3dy M MO3TOMY OH He MOXeT pedaKTUpoBaTh (aiijioBble

CHICTEMBI TOJIBKO OJIA YTE€HUA.

paboTe ¢ TpaH3aKLUOHHBIMU OOHOBJIEHUAMHU BCerga HCIOJb3YUTe KOMaHOY

transactional-update BmecTo YaST u Zypper aJis yo6oro ynpasiienus [10:

O6HoBUTH cucTeMy: transactional-update up

YcraHoBuTh nakeT: transactional-update pkg in /MS [AKETA

Ynanuth naket: transactional-update pkg rm VM5 [IAKETA

s oTKaTa K mnocjeqHeMy CHUMKY yOequTech, YTO CUCTeMa 3arpyxeHa CO CJeyIOIIero

3a HUM CHMMKa U 3anyctute: transactional-update rollback
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HpI/I XKeJIaHU YKaXHnTe I/I,Z[EHTI/ICI)I/IKEITOP CHHMMKA B KOHII€ KOMaH/bI, YTOOBI OTKATUTHCA

Ha OIlpeJieJIEHHBII CHUMOK.

[Tpu ncnosp30BaHMU JAHHON CUCTEMHOU POJIM COTJIACHO HACTPOMKaM MO YMOJIYaHUI0 CUCTeMa
Oy[eT BBIIIOJIHATD eXeqHeBHOe 00HOBJIeHNe U niepe3arpy3ky Mexay 03:30 u 05:00 ytpa. O6a atu
JleficTBUA HaCTPOeHH! uepes systemd v mpy HEOGXOAUMOCTU MOT'YT ObITh OTKJIIOUEHBI C IIOMOIIbIO

systemctl:
systemctl disable --now transactional-update.timer rebootmgr.service

[MogpoGHee O TpaH3aKIMOHHBIX OOHOBJIEHUAX uyuTaiTe B Gyiore openSUSE Kubic: https://
kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ <@ n  https://kubic.opensuse.org/
blog/2018-04-20-transactionalupdates2/ 4.

1.2 YcTaHOBKa Ha ANCK/ 06 BbEMOM MeHee 12 Tb

YCTaHOBIIUK NPEJIOKUT CXeMy PasMeTKHU, TOJIbKO e€CJIU JOCTYIIHBIA JUCK UMeeT pa3Mmep OoJiee
12 T'B. Eciu BBI, HAaIpuMep, yCTaHaBJIMBaeTe OYeHb MaJleHbKHe 00pa3bl BUPTYaJIbHBIX MAallWH,

HCIIOJIB3YHTE pa3MeTKy ¢ MOoJiCKa3KaMU AJIs HACTPOMKU MapaMeTpOB BPYUYHYIO.

1.3 UEFI — eanHbIi nHTepdernc EFI

[Tepen ycraHoBkoii openSUSE Ha cucremy, 3arpyxatomyiocsa ¢ nomombio UEFI (Unified
Extensible Firmware Interface), Bam HacTOATEIbHO pPEKOMEHAYeTCS IMPOBEPUTHh HaIUUNe
0OHOBJIEHUI MPOIINBKY, PeKOMEeH/I0BaHHbIX IPOM3BOAUTEJIEM, U B CJIy4yae UX CyIleCTBOBAaHUA
yCTaHOBUTb Takue oOHoBjeHuA. [IpenycraHosieHHas Windows 8 unu 6oJiee HOBas ABJAETCA

BEPHBIM IIPU3HAKOM TOI'0, YTO Ballla cucteMa ncnosbsyer UEFI.

Ob6ocHogaHue: Hekotopsie npomiBku UEFI comepxart ommnOku, MpUBOAAIIME K cOOI0 B cydae
3anucy CJIMIIKOM 00JIbIIOro o0béMa AaHHBIX B 00s1acTh xpaHeHuA UEFI. UTo xapakTepHO, HUKTO

TOYHO He 3HAeT, HACKOJIbKO «0O0JIbIIONY» 00bEM MPUBOAUT K TaKOMY cOOI0.

openSUSE  MUHUMHU3UPYET OSTOT PHCK, 3amnucbiBasg MHWHUMAJIbHBIA OOBEM [JaHHBIX,
HeoOxoauMbIx A 3arpy3ku OC. Ilog MUHUMAJIBHBIM TOHMMAaeTCs yKa3aHue MpPOIINBKe
UEFI Ha pacrnoJjioxeHue 3arpy3urika openSUSE. CrenmajibHbie BO3MOXHOCTU sijfpa Linux,
rcnoJib3ymome obsacth xpaHeHuss UEFI s cBegeHuil o 3arpyskax u c6osx (pstore), mo
YMOJIYAHUIO OTKJIIOUeHbl. TeM He MeHee, peKOMeHAyeTCsl YCTaHOBUTh BCe pPeKOMeHOBaHHbIe

IMpOM3BOAUTEJIEM OOHOBJIEHUs ITPpOUIMBKH.
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1.4 UEFI, GPT n pa3gensl MS-DOS

Bmecte co cnernuduxkanueii EFI/UEFI npumeHsercsa HOBbIN crnocob pasmetku: GPT (GUID
Partition Table). OH wucnosne3yer rio6aJbHO yYHUKaJIbHBIe HAeHTH(UKaTOpHl (128-OuTHBIE
3HaueHUsA B BuAe 32 miecTHaALaTepU4HBIX IUdp) AJA onpefesieHus YCTPONCTB U TUIIOB

pas3/iesioB.

Kpowme storo, cneuudukanusa UEFI paspeliaeT ucnosib3oBaHue ycTapeBlInx pasznesioB MBR
(MS-DOS). 3arpy3uuku Linux (ELILO unu GRUB2) neiTatoTcss aBToMaTruecku co3gaTts GUID quis
TaKWX pas3fesioB U COXpaHUTh U3MeHeHNs B npomuske. Takue GUID MOryT 4acTo M3MeHAThCS,
YTO IPUBOAUT K Ilepe3anucy MJAaHHBIX NPOIIMBKU. Ilepe3amnch COCTOMT M3 ABYX Pa3HBIX

JelcTBUI: yaleHus CTapoi 3an1Ccu U CO3/laHMsA HOBOH 3alliCU HA 3aMeHy CTapoM.

B coBpeMeHHBIX MPOMMBKAX €CTh COOPIIMK Mycopa, CcOOMpawIIuil yaaJéHHBEe 3alucu U
0CBOOOX AN MTaMATh, 3ape3epBHPOBAHHYI0 MO cTapble 3amucu. IIpobyieMa BO3HHKAET B
cJlydae, KOrja IJIIOYHAs IPOILIMBKAa He OCBOOOXIAeT TaKue 3alllCH; 3TO MOXET IPUBECTU K

HEBO3MOXHOCTH 3arpy3Ku CHCTEMBI.

YrtoO6sl 0001TH 3Ty IpobIeMy, CKOHBEpTUPYITe ycTapeBmuii pasaes MBR B HoBbIl GPT.

2 O6HoBNEeHne cucTemMbl

B sTOM pasfesie mepeuricieHbl 3aMeUYaHus, CBA3aHHBIE ¢ OOHOBJIEHUEM cucTeMbl. [Tonpo6HbIe

WHCTPYKIMU 110 O0OHOBJIEHUIO NprBEOAEHBI B JOKYMEHTAIINU 110 aApECy:

® https://en.opensuse.org/SDB:System_upgrade 2

® https://doc.opensuse.org/documentation/leap/startup/html/book.opensuse.startup/cha-

update-osuse.html 2

Kpowme Toro, nipoBepsTe Pa3desn 3, «/3meHeHUs 8 naKemax».
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3 WVIaMeHeHWsa B nakeTax

3.1 YcTapesLuuve nakeTbl

Ycrapesuie nakeTsl O-IpeXxHeMy IOCTaBJIAITCA KaK 4acTh AUCTPUOYTHUBA, HO OyAyT yAasIeHbl
B cienytoieii Bepcr openSUSE Leap. OHUM CyIIecTBYIOT AJis OOJIErYeHUs MUTpAIUM, HO UX

HCIIOJIb30BAHHME HE PEKOMEHAYETCA N AJIA HUX MOT'YT OTCYTCTBOBATh 0OHOBJIEHU .

YToOHI MMpOBEPUTHh, UMEIOT JI IIOAAEPXKKY YCTAHOBJICHHBIE ITIAKETHI, YGG,E[I/ITer 4YTO YCTaHOBJIEH

maker lifecycle-data-openSUSE, a 3aTeM HUCIIOJIb3YIITE KOMAHIY:

zypper lifecycle

3.2 YpanéHHble nakeThbl

Y panéHHsle nakeThl 60Jiee He MOCTABJIAKTCA KaK YacTh JUCTpUOYyTHBA.

® python2: cpokx mnoxngepxku Python2 Bbimesn, u oH 6oJpile He OyAeT YacTbio

auctpubyTuBa. bosblne cBefeHUN N0 cCbUIKe code.opensuse.org/leap/features/issue/15a.

® cloud-init-vmware-guestinfo: naket He paboTaet ¢ cloud-init Bepcuu 21.2 u 6osee

no3iHux Bepcuil. B cloud-init 21.4 ecTh HOBBIM MCTOYHMK JAHHBIX, KOTOPBIM 3aMeHseT

€ero.

¢ digikam: Digikam 6oJibiiie He JoCTyIieH Ui apxutektype ppcb4le, moromy uro libqt5-
qtwebkit npekpaTuia e€ moanepxky. Ilaket 6yeT MOCTABIATHCSA TOJIBKO JJIA apXUTEKTYP
x86?64, aarch64 u armv?7.

® chessx: Y,Z[aJ'IéH Mn3-3a HpO6J'IeM C 3aITyCKOM 1 ICTOYHHMKOM. bosiblie CBeI[eHI/Iﬁ I10 CChIJIKE

https://bugzilla.opensuse.org/show_bug.cgi?id=1192907 <.

® gap: YpanéH us-za HecoBMecTumMocTu c¢ FHS. Bosbiiile cBedeHHil 1O cchlike https://

code.opensuse.org/leap/features/issue/24a.

® tensorflow: Ypanén, mockospky maker Tensorflow 1.x Gojiee He cOmpoBOXAaeTcs,

BMECTO 3TOIro 6y,1:[eT HCII0JIb30BaThes tensorflow?2.
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4  [lpanBepbl 1 0b6opyA0BaHMe

4.1 Secure Boot: CTopoHHMe gpariBepa AOMKHbI 6bITb MPAaBUILHO
noAnucaHbl

Hauwnnas ¢ openSUSE Leap 15.2, BkJlloueHa nNpoBepka noAnrcel MoayJien sapa A1 CTOpPOHHUX

npaiisepoB (CONFIG MODULE SIG=y). DTOT BaXxHbIli mapaMeTp 0e30MacHOCTU II03BOJISET

HUCKJIIOYUTD BBIIIOJTHEHWE HEJOBEPEHHOI'O KOJIa B AA4Pe€E.

OTO MOXeT IoMeniaTh 3arpy3ke cTopoHHUX moayJen saapa ecau UEFI Secure Boot BkioyeHa.
[MakeTbl mMoxaysienn sapa (KMPs) u3 odunmaabHbix perno3utoprueB openSUSE He 3aTpOHYTHI,
MIOTOMY YTO OHH MoAmucaHbl Katouém openSUSE. ODTa mpoBepka NoAmnucei nMeer cjienylollee

IIOBEJEHUE:

® HenopfrnucaHHbIe MOAyJIN AApa WX NMOAINKMCAaHHbIE KJIIOUOM, KOTOprfI NJIN N3BECTEH KaK

Hebe30MacHbIN UM He MOXeT ObITh IpoBepeH, OyayT 3a0JJ0KPOBaHHI.

EcTh BO3MOXHOCTH CreHepUpOBaTh CBOU cepTudUKAT 1 A0OAaBUTH ero B 6a3y gaHHbIX Machine
Owner Key (MOK), a 3aTreM MOANUCHIBAaTh JIOKAJIbHO COOpaHHblE MOAYJIM C TOMOIIBI0 3TOTO
ceprudukara. Moayiu, NOANMCAHHBIE TaKUM oOpa3oM He OyAyT HU 3a0JIOKMPOBAaHBI, HU
BBI3BIBATh MpeAynpexJieHui. [[ia AONOJHUTENBHBIX JeTajell cM. https://en.opensuse.org/
openSUSE:UEFI <.

[TockosibKy 3TO Takxke 3aTparuBaeT rpadudeckue aparisepa NVIDIA, Mbl yaeanam 3TOMy
BHUMaHUe B HalIUX oQuiuajbHBIX nakerax s openSUSE. OmgHako, BaM HagoO BPYYHYIO
nobaBiATe HOBBIM MOK kiII0W MOCJe YCTaHOBKHM, 4YTOOBI HOBBIE IakKeThl paboTasiu.
CMOTpUTe MHCTPYKIUM MO ycTaHOBKe ApaiviBepoB u MOK-koueil https://en.opensuse.org/
SDB:NVIDIA_drivers#Secureboot 7.

5 Pabouuni cton

B 5TO#1 ceklum nepeuricyieHbl po0JieMbl/3MeHeH s padbounx cTosioB B openSUSE Leap 15.4.
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5.1 YpaneHmne KDE4mn Qt4

[MTakets! KDE 4 Gosbiie He 6yayT 4actbio openSUSE Leap 15.4. [Toxasyiicta, OOHOBUTE Bally
cuctemy 1o Plasma 5 u Qt 5. Hekotopsie nmakeTsl Qt 4 MOTyT OBITH COXpaHEHHI JJIsi 0OpaTHOM

copMectuMocTy. CMm. https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 7.

6 /JlononHuTenbHble cBeAeHUs U O6paTHaﬂ CBA3b

Yurats Qaitiel README Ha yCTaHOBOYHOM HOCHUTEJIE.

¢ [TpocMoTpeTh MOAPOOHBIH XKypHAJI M3MeHeHNI KOHKPeTHOro nakera nu3 ero RPM:
rpm --changelog -qp MMA_QAMJIA. rpm

3amenute VMA OAWIA Ba nMsa nakera RPM.

¢ XpOHOJIOTMYEeCKUI )KypHaJl BceX U3MeHeHU! B OOHOBJIEHHBIX ITaKeTax MpUBeIEH B (aiiie

ChangelLog Ha BepxHEM ypOBHE JIMCKa.
¢ BoJbllle cBeJeHUN Bbl HallEéTe B KaTajore docu Ha JHCKe.
® JlonmoJyiHUTeJIbHAasA U OOHOBJIEHHAA AOKYMeHTAlUA no aapecy https://doc.opensuse.org/ .

® [locnennue HoBocTu OT openSUSE 1o agpecy https://www.opensuse.org #.

Astopckue npasa © SUSE LLC
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